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Introduction

Are you reading this on your mobile device?

Mobile devices are used every day for business and 
personal communications by a large quantity of 
the world’s population.  According to GSMA real-
time intelligence data,1  more than six billion mobile 
devices are utilised worldwide.  

The number of mobile device models, and 
the technology related to mobile devices has 
rapidly grown over the last ten years.  The basic 
functionality of simply calling and texting has long 
since been surpassed.  Today mobile devices can 
be used to browse the Internet, send and receive 
emails, create and store documents, install and 
utilise many different types of messaging or social 
media applications (apps), and more.  A mobile 
device can effectively be thought of as a portable 
computer.  

On review of the most commonly used mobile 
device forensic tools, there are currently over 
thirteen thousand different mobile device models 
and over four thousand independent mobile device 
applications which are supported for data extraction 
from mobile devices.  These metrics are constantly 
changing as new technology and applications are 
brought to the market.

Due to the popularity and volume of mobile devices 
being used throughout the world, they have become 
common sources of digital evidence in litigation 
proceedings.  Data related to mobile devices can 
be stored on the device, within a backup stored 
on a computer, or in a cloud repository.  The best 
source of collection will depend on the specific 
scope of your matter.  It is important to understand 

1The Mobile Economy, GSMA, https://www.gsma.com/mobileeconomy/ (2021).
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the different types of data that can be extracted 
from mobile devices, mobile device backups, and 
the cloud.  It is also important to think ahead 
and understand how data extracted from mobile 
devices or applications can be presented and 
reviewed.  Asking specific questions ahead of the 
data collection exercise and working closely with 
your eDiscovery provider will ensure you are well 
prepared.  

Mobile Device Imaging 

Mobile device imaging can be thought of as 
creating a backup of the information stored on the 
physical handset.  The process is comparable to a 
user creating an iTunes backup or Android backup 
of their mobile device.  

Data visible through mobile device applications 
(apps), however, may not always be stored on the 
device itself, may be in an encrypted format, or 
may be excluded from backups by the application’s 
developer.  As an example, emails which can 
be sent or received and viewed within an email 
application on a mobile device may not be fully 
synced on the handset itself.  Typically, email data 
is only partially synced to a mobile device to enable 
offline browsing, and the majority of the data is 
stored within the cloud (on a server) to which the 
user connects when logging into the app.  Email 
data synced to a mobile device is stored in an 
encrypted format and is not able to be extracted 
from the mobile device itself.  This means that 
backing up the mobile device or imaging with 
forensic tools would not capture email data.  The 
email data would need to be captured directly from 
the email server or cloud account. 

http://GSMA real-time intelligence data
http://GSMA real-time intelligence data
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systems, and the operating systems differ in 
functionality and are updated regularly.  Updates can 
affect the way in which applications store their data 
or how they are backed up.  In other words, data that 
can be forensically extracted today, may not be able 
to be extracted tomorrow, or vice versa.  

The type of mobile device and its operating system 
can have a direct impact on the types of data that 
can be extracted from it.  For example, WhatsApp 
data is stored in an encrypted format on recent 
Android devices and cannot be extracted as part of a 
standard mobile phone imaging exercise.  This is not 
the case with iPhone where WhatsApp data would be 
captured in a readable format.

Mobile Device Applications 

Determining what data can or cannot be extracted 
from a mobile device can be tricky, as capabilities 
differ across makes and models of devices, and 
it is unlikely that one can know what specific 
applications are in use on a particular user’s handset 
before communicating or visually verifying on the 
device itself.  Applications generally fall into two 
main categories: stock applications and third-party 
applications.

Stock Applications 
At a high level, applications that come pre-installed on 
a mobile device when you take it out of the box and 
power it on, such as Contacts, SMS, MMS, Calendar, 
Photos, and Video, will typically be extracted from the 
handset during a standard imaging process using 
forensic tools.  These applications are known as 
“stock” applications.  

When dealing with stock applications, unfortunately, it 
is not possible to be selective at the point of collection.  
It is not possible to simply extract SMS data or call 
data alone.  The entire device must be imaged and 
processed before any culling or selective exports can 
be conducted.  

If during your investigation it is deemed necessary 
to exclude certain types of application data from a 

Collection Methods 

Traditionally, mobile devices are collected in person 
by a computer forensic specialist, using mobile 
device forensic tools to extract all available data 
from the device.  However, when dealing with cross 
boarder matters, where distance may cause time 
delays and additional costs, or with custodians who 
cannot accommodate an in-person collection, it 
is possible to capture data contained on a mobile 
device remotely.  

The remote collection methods utilised are 
forensically sound, defensible, and achieve the 
same results as that of an in-hand/in-person 
collection.  The methods will differ based on the 
model of the mobile device that is in scope.  

Mobile device data can also be backed up to the 
cloud.  Apple enables iPhone users to backup data 
stored on their device to a cloud repository named 
iCloud.  Android has a similar feature allowing users 
to back up their data to a cloud repository named 
Google Drive.  Specific applications can also have 
their own cloud repositories for data storage, for 
example Telegram and Facebook data is typically 
stored on Telegram and Facebook servers.

Cloud storage repositories related to mobile devices 
(iCloud and Google Drive) are frequently updated 
for security purposes which can impact and limit 
the ability to collect data directly from these 
repositories.  

When conducting data collections of data stored 
on mobile devices, it is best practice to collect from 
the device itself or from the specific application of 
interest.  

Mobile Device Models

There are many different types of mobile devices 
available to a user which run different operating 
systems, the most common of which are iOS and 
Android.

Different models run different types of operating 
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specific handset (for example, to give a user more 
comfort and to obtain their consent to mobile device 
imaging), then a targeted approach can be taken post 
collection.

This process would involve a full collection of the 
handset in the first instance.  The forensic image would 
then be loaded into forensic software and processed 
to make the data viewable and searchable.  A subset 
of data can then be extracted based on application 
type, contact information, or date range, which meets 
the requirements of the investigation.  It is advised to 
preserve the full forensic image for any future changes 
to litigation requirements, but the original image could 
be deleted if deemed necessary.  This would result in 
a forensic image of the culled and extracted device 
data only.  Note that if the original image is deleted and 
the litigation requirements change, then a recollection 
of the device will be required, assuming the device 
is still available, and data hasn’t been inadvertently 
overwritten.

A list of applications installed on the device will also 
be created as a result of a standard forensic imaging 
process.  The installed application list can be a good 
starting point when determining what applications were 
commonly or previously utilised by a user.  This list can 
shed light on potential sources of cloud-based mobile 
device data, where standalone collections could be 
conducted to obtain material potentially relevant to your 
matter.  

It is also worth noting that the installed application 
list may indicate applications that are potentially no 
longer present on the device, possibly as a result of 
being uninstalled by the user.  This may highlight further 
areas where data collections might be required through 
secondary sources, such as a web-based version of the 
application.  

Third-Party Applications 
Third-party applications, which are applications that 
the user downloads onto the handset using facilities 
like the Apple App Store or Google Play Store, may 
or may not be extracted from the handset during a 
standard imaging process using forensic tools.  

Some third-party applications store data within the 
cloud as opposed to the physical handset itself to 
save space on a user’s device.  A good example 
of this is the Google Photos application.  This app 
allows the user to browse photographs they have 
stored in their Google account from their mobile 
device (or any device they log into), however, the 
photographs are not physically stored on the 
handset.  As a result, data from this application 
would not be extracted from the handset as part of 
a standard imaging process using forensic tools.  
Applications that store data within the cloud require 
separate standalone collections to be able to extract 
the relevant data.  

To add a little more complexity, even if third-party 
application data is stored on the physical handset 
and not in the cloud (e.g., as with the Signal app), 
data can be encrypted, or preferences can be set 
by the app developer to dictate whether data from 
the application can be backed up or extracted using 
forensic tools.  This is often used as a function of 
data security.  Banking or medical applications are 
good examples where this type of security feature is 
usually present.  

Developers of these application types typically 
encrypt the data, or simply do not allow the data to 
be backed up, as a means of adding an additional 
layer of security.  This results in data that cannot 
be extracted from a mobile device using forensic 
tools or collected through standalone methods.  
Communicating that these types of applications 
which contain personal or secure data cannot 
be captured, can be comforting to users of 
mobile devices when confronted with litigation 
requirements.  

In comparison to stock applications, where culling is 
not possible pre-collection, third-party applications 
may offer a more selective approach.  It may not 
be necessary to image a user’s entire handset if the 
matter is focused on one cloud-based third-party 
application, such as the WhatsApp messaging 
application.  Although WhatsApp data is stored on 
the handset, it is also possible to access the data by 
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linking the mobile device to the web version of the 
application and utilizing the web browser as a tool to 
view the data.  It is possible to connect forensic tools 
to the account and capture this application’s data.  
The encrypted messaging application Telegram also 
allows for selective imaging.  

In short, the action of backing up or imaging a mobile 
device would only capture stock applications, as well 
as third-party application data that is stored on the 

physical handset, that is stored in an unencrypted 
format, and that the application developers have 
allowed to be included in a mobile device backup.  It 
may be necessary to image an entire mobile device 
to be able to obtain certain application data, and this 
will be certainly the case when dealing with stock 
application data.  However, it may be possible to 
capture some third-party application data without 
imaging the entire handset with forensic tools.  

It is sometimes necessary to collect data from 
personal mobile devices as part of the legal 
obligations associated with litigation. Mobile devices 
are commonly used for both personal and business 
communications, and as a result can contain 
materials that are deemed potentially relevant to a 
litigation. 

The thought of having data extracted from your 
mobile phone can be overwhelming and concerning. 
Amongst the potentially relevant business-related 
materials, family photographs, personal messages, 
and a host of personal applications are likely to be 
contained on your device. 

Questions you are likely to ask may be:

1. Can only the potentially relevant data be 
extracted from my devices?

2. Will data from my secure applications (such 
as banking or medical) be extracted and 
reviewed? 

3. Who will see my data and what exactly will 
they see?

4. How is my data kept safe? 

5. What happens to my data after the 
litigation?

These are valid and completely understandable 
questions, and you may even have more. We 

encourage that if you do have concerns that you 
consult with the legal team and the appointed 
independent vendor to discuss the process in detail 
ahead of any collection exercise taking place. 

It is important to recognize that during a litigation, 
the protection of personal data is a priority and often 
a legal requirement. Independent vendors such as 
Consilio are appointed to handle your data for this 
very reason. An independent vendor is appointed by 
the law firm working on the litigation to safeguard 
your data and ensure that only potentially relevant 
information is provided for review.

Consilio focuses on the following aspects:

1. Respecting your privacy by using the 
most effective software in the industry 
to minimize non-relevant collections and 
ensure that only applicable search hits are 
reviewed.

2. Keeping your data secure with multiple, 
interdependent layers of physical and 
electronic security at every location.  
Consilio has an entire team that monitors, 
tests, and secures its network and is 
constantly looking for possible threats on 
the horizon.

3. Provide the least amount of disruption to 
your day as possible, while ensuring the 
data is collected in a forensically defensible 
manner.

WHAT HAPPENS TO MY PERSONAL MOBILE DEVICE DATA 
WHEN IT IS COLLECTED? 
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This aim of this document is to help you understand 
the end-to-end process in relation to your mobile 
device data and answer your initial questions, 
resulting in peace of mind and comfort in the 
exercise. 

We will start with some information about the data 
held on your mobile device.

Application Data

There are two types of applications contained on 
your mobile device: “Stock” applications which 
come as default with your device such as SMS 
(text messaging), Call logs, and Contacts; and 
“third-party” applications which you purchase and/
or downloaded from the applicable store from your 
device, such as WhatsApp, Telegram, and Signal.

In order to extract any “stock” applications from 
your device for the purposes of litigation, full device 
imaging is required. It is not possible to extract only 
SMS messages or contacts from the device. Within 
a full device image, some (not all) third party apps 
will be contained. 

For “third-party” applications, the developer of 
the application dictates whether the information 
contained within the application can be backed up 
or extracted from the handset itself. Applications 
such as banking, email, or medical related (among 
others) are categorized as “secure” applications and 
typically do not store data on your handset itself. 
It is not possible to extract information related to 
secure applications by either backing up your phone 
or by using mobile phone forensic tools to capture 
an image. As the categorization suggests, this 
type of application data is secure and as a result is 
inaccessible. 

Some third-party applications (not categorized as 
secure) are set by developers to be backed by your 
device. This can differ between operating systems 
and models of handset (e.g. iPhone vs. Android). 
Communication applications may be captured in a 
full device image and thus made accessible for the 
purposes of litigation. 

Unlike “stock” applications where the entire device 
is required to be imaged, some “third-party” 
applications allow for standalone collection of their 
data from the cloud using your login credentials. 
For example, it is possible to collect Telegram and 
WhatsApp independent of the device itself. 

To answer the first question, “can only the potentially 
relevant data be extracted from my devices?”, it 
depends on the type of data that has been outlined 
as potentially relevant to the litigation. Unfortunately, 
with “stock” applications and some “third party” 
applications, a full device image may be required. 

To answer the second question, “will data from my 
secure applications (such as banking or medical) be 
extracted and reviewed?”, the answer is no. It is not 
possible to extract data from secure applications 
from your device.

The Collection

Our forensic examiner will capture the contents of 
your phone through a minimally invasive process. 
The examiner will not be searching or viewing the 
contents of your phone during this process. The 
examiner’s function is to preserve the contents of 
the phone in a forensically defensible manner. 

Time permitting, the analyst will perform a QC of 
the data by performing a dip sample across several 
data types. For example, checking the call logs have 
been captured, checking contact names appear as 
expected, confirming the first and last SMS/chat 
messages match against the device. This affords a 
higher degree of confidence that the data has been 
collected successfully and defensibility.

While it may be necessary to initially collect your 
entire device, the forensic examiner will not review 
contents of personal information. 

Processing

Once the mobile phone data has been imaged, it is 
uploaded into a “staging” area of Consilio’s secure 
environment. The review tool that Consilio uses is 
industry-leading and contains very powerful search 
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options allowing for the promotion of only relevant 
search hits for review. This process ensures that 
your privacy is protected by not making irrelevant 
data available for review.

Once the data is processed, parameters such as date 
ranges and/or keywords are applied to the dataset 
and only material responsive to this specified 
criterion is promoted for legal review. Anything 
outside of the outlined parameters is stored on 
secure servers and is inaccessible for review. The 
process of applying specific criteria to the mobile 
phone image is a computer driven process, your data 
is not reviewed during this process. 

Legal review is the process in which the legal team 
will then determine relevancy and legal privilege of 
the data promoted for review. This is the point where 
human review takes place and is a stage to prevent 
non-relevant material (containing the specified 
criteria) from being disclosed to anyone. 

Only relevant material, containing the specified 
criteria and approved by the legal team, is disclosed 
for the purposes of litigation. 

To answer question 3, “who will see my data and 
what exactly will they see?”, after the irrelevant 
data has been suppressed, only the data that was 
responsive to the specific criteria is promoted for 
review within the secure environment for legal 
review. The documents are then reviewed for 
responsiveness and privilege. Only relevant, non-
privileged material captured within the specific 
criteria will be disclosed.

Data Security

Consilio works with some of the largest and most 
secure companies in the world, including many of the 
world’s largest financial institutions.

Security is Consilio’s highest priority. Consilio has 
a dedicated Information Security team to manage 
all Information Security and Disaster Recovery/
Business Continuity activities. This team is headed 
by the Chief Information Security Officer who 

holds primary operational responsibility within the 
organization for directing the Information Security 
and Business Continuity functions both at the 
operational and strategic levels within the company. 
Additionally, Consilio has a separate Information 
Security Governance Council comprised of senior 
executives and other business leaders that meets 
on a regular basis to review the overall Information 
Security posture of the organization.

Consilio offers robust data at rest and data in transit 
encryption controls. We utilize the latest encryption 
protocols such as TLS 1.2 and 1.3 only, 128-bit/256-
bit ciphers for symmetric encryption algorithms for 
data in transit and AES-XTS 256-bit encryption for 
data at rest. 

Your data is stored in our secured colocation 
data centers that maintains robust physical, 
environmental and logical security controls. We 
do not utilize any third-party cloud solution for the 
storing of client data. Our colocation data centers 
are certified for ISO 27001:2013 standard and or also 
have gone through SOC 2 Type 2 assurance audits. 

Consilio is certified to the ISO/IEC 27001:2013 
Information Security standard and undergoes 
audits each year to ensure that compliance to the 
controls outlined in the standard is maintained. We 
also comply with all security rules and regulations 
pertaining to the International Traffic in Arms 
Regulations (ITAR), and U.S. Department of Defense 
requirements for secure data deletion and/or 
destruction. 

As a part of our ISO/IEC 27001:2013 compliance 
framework, various security policies and procedures 
are maintained across all our global locations 
in order to maintain a standardized approach to 
our overall security posture. We ensure all data is 
handled based on the various legal, regulatory and 
compliance requirements applicable to us at all 
global locations. Compliance to these requirements 
is periodically monitored through regular internal and 
external audits.



9Consilio Institute Practice Guide -  Collecting Data from Mobile Devices and Their Applications

Consilio adheres to all legal, regulatory and 
compliance requirements (such as the General Data 
Protection Regulation) related to the privacy of the 
data we maintain. We have an internal privacy team 
headed by the General Counsel, to address issues 
concerning personal information contained in the 
data on Consilio’s systems.

To answer question 4, “is my data safe?”, Consilio’s 
vigorous security measures, audits and certifications 
ensure that you can feel confident that your data is 
securely transferred, stored and managed. 

For more information, refer to Consilio Global 
Infrastructure Security Fact sheet at https://www.
consilio.com/wp-content/uploads/2018/10/
FactSheet_Consilio_Global_Infrastructure_Security.
pdf

Litigation Completion

To answer question 5, “What happens to my data 
after the litigation?”, your data may be returned, 
destroyed, or both.

At the end of a litigation, upon the request of the 
legal team, your data can be securely destroyed from 
Consilio’s systems. A certificate of destruction is 
issued by Consilio to provide you with the confidence 
that deletion procedures that form part of a stringent 
protocol have been followed so that your data no 
longer exists on any of our servers, meaning that 
there is nothing that can be viewed by anyone, and 
the data cannot be recovered. 

If you have any questions related to the collection 
process, your data, or security please reach out to 
your Consilio consultant or email info@consilio.com 
for further information.

There are a huge variety of mobile devices and 
applications that can be utilised by a mobile device 
user.  The device type can directly impact whether 
an application’s data can be extracted with standard 
mobile phone imaging, and data may or may not 
be directly stored on a device.  It is important to 

consult with users to understand what type of 
devices and applications are being used to ensure 
that data collections can be conducted in the most 
appropriate, defensible, and forensically-sound 
manner.  

QUESTIONS TO ASK MOBILE DEVICE CUSTODIANS  

1. How many mobile devices do you have and use for business?

2. Are your devices iPhone or Android or other? 

 ‣  Obtain the exact make and model of each device if possible.

 ‣ It is also helpful to obtain the capacity of the device i.e., a 16gb iPhone or a 128gb iPhone.  

3.  Are your mobile devices company-owned or personal?

 ‣  It is helpful to ascertain if the company manage the device in any way.  Do they have Mobile Device 
Management (MDM) software installed?

Ten questions that should be asked when consulting with the user 
of mobile devices:

https://www.consilio.com/wp-content/uploads/2018/10/FactSheet_Consilio_Global_Infrastructure_Security.pdf
https://www.consilio.com/wp-content/uploads/2018/10/FactSheet_Consilio_Global_Infrastructure_Security.pdf
https://www.consilio.com/wp-content/uploads/2018/10/FactSheet_Consilio_Global_Infrastructure_Security.pdf
https://www.consilio.com/wp-content/uploads/2018/10/FactSheet_Consilio_Global_Infrastructure_Security.pdf
mailto:info%40consilio.com?subject=
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Ten questions that should be asked when consulting with the user 
of mobile devices Continued:

messages extracted from a mobile device into threads 
running daily or weekly in a format that is easily 
reviewable and redactable.  However, as discussed, 
some third-party applications may not be included in 
a standard mobile phone collection and may require 
standalone collection directly from the cloud.  

Third-party applications do not share a standard 
export function across the board.  Export options and 
metadata extraction can vary.  When dealing with 
third-party applications it is important to work with 
your eDiscovery provider to ascertain impacts to time 
and cost and to understand how best to review the 
collected data.  

Ultimately, the original need for the mobile collection 
should also be the guiding factor when determining 
the post-collection decisions. If the impetus for the 
collection was an internal investigation by the device 
owner’s employer (or even the owner herself), then 

The aforementioned questions will assist digital 
forensic specialists with the compilation of a 
workflow tailored to the specific device type and 
applications in scope for the collection.  Seeking 
advice from experienced eDisclosure experts 
is advised.  Experience, guided workflows, and 
assistance with technical consulting is invaluable at 
the outset of any litigation journey.  

Post-Collection Considerations 

Generally, mobile device data is stored in a number of 
databases and system files that would not be easily 
reviewable without the assistance of specialist tools 
and technology.  The data extracted from the device 
can be reviewed within an eDiscovery tool such as 
Relativity only once the data has been processed and 
formatted in a logical format.  

Using specialist tools, it is possible to split text or chat 

4. How long have you had these devices?

5. Do you ever back up your mobile devices, and if so, how?

 ‣  If yes, are backups encrypted?

6. Do you migrate your mobile device data to your new device when upgrading your handset?

 ‣ If you do not migrate your data, what do you do with your legacy devices? 

7. Do you use email on your devices for business, and are these business email accounts or personal email 
accounts? 

8.  Do you utilise any messaging applications on your device for business, such as: SMS, iMessage, Telegram, 
WhatsApp, or Signal?

9. Do you utilise any other applications on your devices for business?

10.  Do you create or store documents on your device? 
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an eDiscovery provider should be consulted on the 
various ways that communications across different 
applications can be threaded together and searched 
for key terms and phrases to ensure maximum 
transparency. If instead a regulatory investigation or 
subpoena was the origin of the collection, then the 
data processing and production specifications of the 
respective regulator should govern the handling of the 
data (e.g., Addendum B of the SEC’s delivery standards 
here: https://www.sec.gov/divisions/enforce/
datadeliverystandards.pdf). 

Conversely, if mobile devices are in scope in the context 
of private litigation, the parties will want to ensure 
they are agreeing upon mobile device processing 
and production formats during the meet and confer 
process.

Conclusion

Multiple factors need to be considered when mobile 
device data is in scope for collection.  The are 
many varieties of mobile devices and numerous 
applications available to users.  The type of device 
and applications utilised will directly impact how 
data can be extracted and how the data can be 
reviewed and produced.  Consultation with the 
user or business owner is vital to obtain as much 
information as possible ahead of the collection 
exercise to ensure that your eDiscovery provider 
can create a tailored solution and advise on the 
best sources for collection whether that be from 
the device itself or a cloud-based application.  

http://
http://

