
H ow has the increased use of 
technology in the workplace 
added to the complexity  

of e-discovery?
How hasn’t it? Not only do we have 
myriad data types — emails, texts, social 
media posts, chat messages, you name it 
— but we also find that data in multiple 
locations. Relevant, discoverable 
information may be on a computer, 
on a mobile device or in the cloud. 
Identifying, finding and preserving all of 
that information has made e-discovery 
significantly more complex. 

One current point of focus involves 
Bring Your Own Device (BYOD) 
policies. Companies can save money by 
letting employees use their own devices 
for work, but BYOD introduces a host 
of new questions. Who owns the data 
on a personal mobile device that is also 
used for work? Who controls that data? 
Who has access to it? Does the device’s 
owner have any reasonable expectation 
of privacy with respect to that data? 

When these devices are in scope 
of an e-discovery matter, mining the 
data from them can be a laborious 
manual process. Because both personal 
and professional information can be 
comingled (think text messages), we 
have to parse all the data on the device 
and determine what is and isn’t relevant. 
It’s time intensive, costly and sometimes 
personally intrusive. We’ve had staff 
sorting through data from personal 
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mobile devices only to discover that 
two C-suite executives were having 
an affair. We had to disclose that 
information to counsel, who had to 
have an awkward conversation with the 
client about it. 

What new skills and technologies are 
needed to address these changes?
Email systems and standard office 
document software suites aren’t 
undergoing massive technological 
changes, and as a result the technologies 
and workflows built to handle “garden 
variety” e-discovery are capable and 
up to the task. The main concern is the 
number of platforms and locations that 
we have to search: emails, documents, 
websites, SharePoint, CRM systems 
such as Salesforce, practice management 
software and so on. Potentially 
discoverable data is everywhere.

Mobile devices are a different story. 
Mobile device companies are innovating 
at breakneck pace in both software 
and hardware. Significant changes to 
operating systems are commonplace 
(think iPhone X FaceID). Apple releases 
a new iOS annually, along with minor 
updates and bug fixes throughout the 
year. Our firm tests and develops new 
tools and workflows to work with each 
new OS as quickly as it is released. We 
often license several different mobile 
phone analysis technologies, thoroughly 
testing them to determine which 
approach is most effective. 

For both computers and mobile 
devices, the adaptation to technology 
is grounded in the skills of the people 
performing the forensic collections 
and exams. Experienced practitioners 
know how to test and validate a new 
process so that the results are auditable, 
repeatable and defensible in court. 

What are some of the nontraditional 
forms of e-discovery that have started 
to present themselves?
An interesting development in this area 
is self-service e-discovery processing and 
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hosting platforms, generally, in a cloud-
hosted environment. Smaller software 
companies have created user-friendly, 
low-cost, web-based tools for e-discovery 
that make the process feel more like 
using iTunes or online banking. 

While this type of service can reduce 
the need to hire a potentially costly 
expert vendor, it also shifts the risk of 
error to the user, who may not be as 
experienced as a third-party vendor in 
conducting a comprehensive discovery 
process. Companies should weigh the 
risk of using these types of platforms 
and determine what type of matters are 
a good fit (subpoenas, non-party or third 
party, might be one to consider).
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What other ways have you seen  
e-discovery and litigation change over 
the last five years?
Technology tools and their adoption, 
for instance, Technology Assisted 
Review (TAR), has become much 
greater, particularly in the last two 
years. At the same time, the volume of 
data that companies are creating on 
annual basis continues to skyrocket, so 
innovation and the size of the problem 
are competing with one another. 

Nonetheless, with the integration 
of analytics technologies (email 
threading, near-duplicate detection, 
coding propitiation) and TAR 
workflows, we are seeing fewer massive 
scale human document reviews than 
before. In particular, “TAR2.0” or 
categorization-based review workflows 
are lowering the barrier to entry for 
integrating TAR into the review process. 

You no longer have to convince the 
case team to invest the up-front time in 
training a TAR algorithm; rather, you 
follow a more traditional e-discovery 
process and use the daily coding results 
of the document review to train the 
algorithm as you go. The technology 
categorizes likely responsive documents 
and moves them to the front of the cue. 
You get to the relevant information 
faster and can make a determination in 
regard to stopping the review once you 
are no longer seeing responsive material. 

The key to utilizing a process like 
this successfully is to have experienced 
analytics expertise on your team or 
at your service provider, to oversee 
the process, interpret the results and 
provide expert validation, affidavits or 
even testimony. 

Do you see e-discovery affecting certain 
industries more than others?
It’s too soon to say whether the growth 
of e-discovery will have an industry-
specific impact. Most every company is 
drowning in data. That could mean that 
the exploding costs of e-discovery will 
continue to drive an exponential increase 
in the cost of litigation, or that cases will 
settle sooner to avoid those costs. The 

true impact isn’t 
measurable yet. 

One area 
that’s important 
to highlight is the 
destruction of 
legacy data that 
companies are 
under no obligation 
to keep. Some 
industries are better 
about this than 
others, but failing 
to manage and 
destroy unneeded 
data can lead to 
overwhelming 
e-discovery costs if 
a future discovery 
request puts that 
date range in the 
scope of discovery. 

I remember one case where the 
company had never archived any 
emails, and we were looking at emails 
from the day their email system came 
online, the first email the company 
had ever sent! In the vast majority of 
instances, companies are under no 
obligation to keep information that 
old and can work with an information 
management/governance consultant to 
defensibly dispose of it, thus reducing 
their risk of costly e-discovery. 

 
What advice can you offer to GCs on 
these topics?
First, if your company uses a BYOD 
policy, clearly define what that policy 
means for the company and for the 
employees using their personal mobile 
devices for work. Explain the terms of 
ownership and control of company and 
personal data in an employee handbook, 
or a BYOD agreement. This doesn’t just 
help with e-discovery; it can also act as 
a security policy to ensure the protection 
of confidential company information.

Second, develop strong information 
governance and records retention 
policies in conjunction with your IT 
professionals and an independent 
information management expert. 

Keeping too much outdated information 
can be a tremendous waste of company 
resources. Examine what data you 
need to keep, what you can delete and 
how you manage your data archives. 

One thing to weigh here is budgeting: 
Litigation is nondiscretionary spending, 
while information governance and 
records retention are both generally 
discretionary. Sometimes these discrete 
budgets lead companies to make poor 
long-term decisions. 

For instance, we worked with 
a large healthcare client that never 
deleted anything and, as a result, they 
spent $4 million on e-discovery in a 
single massive case. Following that 
experience, counsel tried to get an 
additional $200,000 budget approved 
to work with a consultant to dispose of 
unnecessary data; however, the request 
was denied due to lack of budget. 

Of course, a few years later another 
massive matter with a multi-decade 
date range led to another $4 million 
e-discovery bill, where those costs could 
have been cut by 75 percent had the 
investment in information governance 
been made. ■
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