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Law firms handle their clients’ most sensitive 

and proprietary information and are 

increasingly targets of cyberthieves.  Firms 

are evolving their cybersecurity programs to 

defend against breaches, but corporate clients 

require an objective method to evaluate these 

programs. 

Consilio can help. Our Cybersecurity Risk 

Assessment covers 13 areas, providing clients 

with insight into firms’ information security 

policies and benchmarking a firm’s practices

against our database of law firm responses. We also provide an overview of how each firm is 

continuing to evolve its cybersecurity strategy. These metrics enable our clients to understand 

risks to their information and how they are being mitigated.

Assessing the cybersecurity practices of your law firm partners

CYBERSECURITY RISK 
ASSESSMENT

WHY CONSILIO?

THE INFORMATION YOU NEED

Consilio’s Cybersecurity Risk Assessment begins with a customized online survey 

that assesses the maturity of a firm’s information security and data privacy policies 

and practices. This comprehensive inventory includes information about geography, 

standards and certifications as well as information on the controls surrounding :

 Law Department
Management Solutions

 ∞ Information Security 

 ∞ Privacy and PII

 ∞ Storage, Recovery & Retention 

Practices

 ∞ Workforce

 ∞ Physical Security

 ∞ Monitoring & Incident Response

 ∞ Third Parties

 ∞ Mobile & Remote Access

 ∞ Application Security

 ∞ Cloud Services

Global team of trusted 
advisors in outside counsel 
management

Expertise in cybersecurity 
processes and technology

Recommendations based 
on both quantitative & 
qualitative data

“I literally sleep 
better at night 
knowing our 

firms are working 
on improving 

security.”

-Associate General Counsel, 
Energy Industry
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OUR TEAM

Serving as trusted advisors to hundreds of general counsel at all types of companies, our team of 

JDs, MBAs, business-risk experts and technologists are experts in the legal, compliance, privacy 

and cybersecurity fields.  We understand what drives an organization’s legal department and the 

ever-changing changing security and privacy risks it faces.   Our wide-ranging, complementary 

skills enable us to gauge the maturity of a firm’s information protection processes through 

both quantitative and qualitative assessments and provide a holistic overview of risk to your 

information. We then can provide recommendations and implementation support to accelerate 

your partners’ cybersecurity evolution. 

Contact us at info@consilio.com to learn how we can provide an overview of your data’s 

security risk. 

INSIGHTS THAT DRIVE ACTION

After the survey and interviews, Consilio provides you with a snapshot of your information’s risk 

across all firms and drills down into each individually, benchmarking risk across all categories in 

our database. We then tailor our recommendations to meet your organization’s unique needs.

In addition, we present each firm with its own individual report. The overview provides 

benchmarking information and recommendations, identifying strengths and continued 

opportunities to evolve cybersecurity practices and protocols. 

Sample dashboard from Cybersecurity Risk Assessment results

Once firms complete the survey, Consilio’s experts conduct interviews with each one to gain 

context for the survey responses and learn about future plans. All of this information is then 

consolidated to provide a holistic picture of each firm’s risk.


